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May 2
May 5
May 9
May 12
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May 23
May 26
May 27
May 30
June 1
June 3

June 6

June 9

June 10
June 13
June 16
June 17

June 20

June 23
June 24
June 27
June 30

S4x22 Video Release Schedule

Dale Peterson interviews CISA Director Jen Easterly

No Limits: 10 Minute Mini Keynote — Dale Peterson

PIPEDREAM —Rob Lee

Industroyer2 — Robert Lipovsky

ICS4ICS — Megan Samford

Bringing Containers Into The ICS Space — Brian Foster

Anatomy Of A Maritime Port Attack — Keith Walsh

Top Mindset Changes To Create The Future — Ron Fabela

The Race To Native Code Execution In PLCs — Sharon Brizinov
Recent Cyber Attacks & How To Stop Them —Joel Langill

Cyber Conflict And International Relations — Niloofar Razi Howe
Zero-Trust Applications For The Grid — David Lawrence

Integrated Technology Management in ServiceNow — Karan Shrivatava
SUNBURST From The Inside — Tim Brown

Dale Peterson interviews Dave Lewis

How loT Botnets Evade Detection And Analysis — Alexey Klemenov

Navigating International Law In Critical Infrastructure Cyber Events — Maggie
Morganti, Danielle Jablanski and Joe Slowik

PLC EDR: Model Checking Of Logic — Roberto Bruttomesso

Proactive OT Cyber Maintenance Practices — Marty Edwards

A Tale Of Two Secure ICS Architectures — Alexandrine Torrents

A DFIR Framework For Embedded OT Systems — Daniel Kappellmann

12 Months of Incidents: Lessons, Trends & Predictions — Andrew Ginter and Greg
Hale

The Evolution And Future Of Zero Trust In OT — Tony Baker, Richard Bird and
John Kindervag

Effectively Using IEC 62443 Product Certifications — Khalid Ansari

OT Lessons Learned From The Fall Of The Roman Empire — Mark Carrigan
Managing OT Cyber Risks In Mergers & Acquisitions — Nathan Fink

PLC Library To Detect Abnormalities — Gloria Cedillo



July 1
July 6
July 8
July 11
July 14
July 15
July 18
July 21
July 22
July 25
July 28
July 29
Augl
Aug 4
Aug 5
Aug 8

Aug 11
Aug 12

Aug 15

Aug 18
Aug 19
Aug 22
Aug 25
Aug 26
Aug 29
Sep1l

Sep 2
Sep 6

How We Got Here And Where We Are Going — Dwayne Edwards

S4 Closing Panel — Dale Peterson, Megan Samford and Zach Tudor

Beyond SEC-OT: Managing Cyber Risk — Andrew Ginter

INCONTROLLER — Nathan Brubaker and Keith Lunden

Project Basecamp at OxA — Reid Wightman

Lateral Proliferation in Converged IT/OT Environments — Dwayne Edwards
Lessons Learned From The Front Lines Of OT Incident Response — Bryan Singer
A Deep Dive Into The DDS Protocol — Ta-Lun Yen

Vulnerability Management Everywhere — Marty Edwards

Essential Principles: The Key To Organizational Maturity — Cherise Esparza
Unpwning A Building — Peter Panholzer

Autobahn Training: SOAR In ICS — Josh Magady and Jay Spann

25 Reasons Information Sharing Fails — Kenneth Crowther

Attacking and Protecting The Edge — Stephen Chasko

Autobahn Training: DFIR For PLC’s — Glen Chason

The Great Debate: Cyber Insurance Will Play A Major Role In OT Risk
Management — Monica Tigleanu and David White

Assessing The Balance Between Visibility And Confidentiality —Joe Slowik

Autobahn Training: Top 20 PLC Secure Coding Practices — Vivek Ponneda and
Josh Ruff

A CEQ’s Perspective On Being Hit With Ransomware (Volue) — Trond Straume
and Margrete Raaum

Attacks From The 4G/5G Core — Charles Perine

Autobahn Training: SDN In ICS — Tim Watkins

EVE-OS: Avoiding The Vendor Lock In Problem At The Edge — Jason Shepherd
AcidRain: Recent Attacks On Viasat Satellite Systems — JAG-S

Machine Learning: Moving From The Lab Into ICS — Kylie McClanahan

CSAF, Not SBOM, Is The Solution — Jens Wiesner

Contextualized Physical Data: The Missing Piece For Situational Awareness —
Haakon Mork

Unique Security Challenges And Solutions In Maritime — Dennis Hackney

Consolidating OT DMZ’s — lan Schmerzler



Sep 8 The Application of Distributed Ledger For Delivering Enforcement Across The
Enterprise — Roman Arutyunov

Sep 12 Bringing New Technology (SDN) Into A Large And Complex OT Environment — Phil
Tonkin

Sep 15 Using NTIA’s VEX To Tame The Vulnerability Tsunami — Eric Byres



